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IlocTanoBka nmpodaemu. Sk Bimomo, 24 mrotoro 2022 poxy P® novara akTuBHI 60HOBI il TpOTH Ha-
moi nep:kaBH, aje pealbHy TIOpUAHY BiifHy Oyi0 po3moyaTo KpaiHOI0-arpecopoM IIe BiciM POKIB TOMY.
Tomi, y 2014 porti, pociiiceki conaaru 6e3 Oyab-IKAX 3HAKIB BIIMIHHOCTI (Tak 3BaHi 3€JICHI YOJIOBIUKH)
BIpOJIOMHO 3aXOIWJIHN Ta OKyITyBaal KpUMCBKHUIT MBOCTPIB, @ TAKOXK pa3oM i3 HAMaHIIIMH pO3ITOYaTH
HAcTyn Ha cxif Ykpainu. Boporom Oymn BUKOpHCTaHI pi3HOMaHITHI METOJUKU Ta IHCTPYMEHTH BECH-
HS TIOpPUAHOTO MPOTHUCTOSHHS — EKOHOMIYHI Ta TUIUIOMATHYHI 3aCO0H, TICHXOJIOTIYHI, iHpOpMaLiiHi Ta
KiOepHETHYHI MiAPUBHI aKTUBHOCTI. | ChOTOHI BaXKJIMBO PO3YyMITH, 110 Take TiOpWAHA BilfHA 32 CBOEIO
CYTHICTIO, & TAaKOXK 3HATH, SIK HAJATH 1i TiTHUHN OIip, 0COOIUBO HA MPAaBOBOMY PiBHI. | X04a KOHIIEMIIis
riOpuHOT BiiHM HE HOBA, OCOOJIMBOTO 3HAUCHHS Ta aKTyaJlbHOCTI BOHA Halyjia caMe B OCTaHHIO JeKa-
Iy y 3B’SI3KY 13 BUKOPHCTAHHSM HETPAJAWIIHHUX METOAWK BEJCHHS BIiHHU, 3aJTyUeHHSIM HellepyKaBHUX
Cy0’€KTIB Ta aKTUBHUM BIIPOBAKEHHSIM 1H(OPMAIIHHUX TEXHOJIOTIH 3 METOIO MiAMOPSAKYBaTH co0i iH-
X cy0’€KTiB, HE BUKOPHCTOBYIOUM MIPSMUI 30poiiHuii KOHQIIIKT. SIk MeTa riopunHoi BiliHN P, Hamra
JiepKaBa € YHIKaJIbHUM IMPHKIIAJIO0M HE3JIaMHOCTI, CMUIMBOCTI Ta CHIIH, AKI YKpaiHa JIEMOHCTPYE Iie 3
MOMEHTY 37100y TTsI HE3aJIe)KHOCTI, ajiec 0co0NMMBO sickpaBo — 3 2014 poky.

AHaJi3 ocTaHHIX qocaimKeHb i mybaikaniii. Konmenr «riopujaHa BiiiHa» € mpeMeToM J0CITiKeH-
Hsl JISIKUX BITYM3HSHUX 1 3apyOKHUX J0CiIHUKIB, a came: 0. Jlanuka, T. Manspuyk, @. Xoddmana,
k. K. Bizepa, U. bpirrca, Jlx. A. [emnepitu, X. /. Camrian Ta iH. ABTOPOM I[OTO JTOCITI/PKEHHS,
3 ypaxyBaHHsIM 3Ha4€HHs HAyKOBOTO JOPOOKY 3rajJjaHuX JOCIiHUKIB Ta 1HIIUX BYCHHUX, Oyle 3po0iIeHo
MIEPEOCMUCIICHHS KOHIIENTY «Ti0pu/Ha BiliHa» 3a]UIsl BJIOCKOHAJICHHS TAKOTO MOHSATTS 1 HOro CyTi, a Ta-
KOK BUBHAYECHHSI TIEPCIIEKTUB MOJANIBIIOT0 HOro PO3BUTKY B HAYKOBOMY HalpsMi.

Meta crarTi. MeToro Li€l cTaTTi € BAOCKOHAICHHS CyTHOCTI KOHIENTY «riOpuaHa BiifHa» Ha OCHOBI
aHaJi3y MpOBIAHUX IOPUIUYHUX JKEpell Ta MOIIYK Ji€BUX MPAaBOBUX MEXaHi3MiB MPOTHIii HOBHOMACII-
TabHil arpecii PO.

OcnoBHi pe3yasTarn pociaipxenns. ©. Xopdpman y cBoiit podoti 3a 2007 pik y3BUYAiB MOHATTS
«ribpunHa BifiHa» [1], aje um 3HaB BiH ToAl, 0 YKpaiHa Ai3HA€THCS 3HAYEHHS [[LOTO TEPMiHA 1 BiTUy€
fioro Ha co0i moBHOO Mipotro? Lle HaM He BiJIOMO, 3aTe BBE/IcHE HUM MOHSATTS YiTKO i TOYHO BiJJ0Opaxkae
T€, 3 YMM CTHKAETHCS Hallla KpaiHa BKe MMOHAJ BiCiM POKIB.

Icnye xinbka migxoniB 10 Bu3Ha4deHHS (heHOMeHy riOpuanoi BiliHu. Tak, [lx. K. Vizep mig Hum po-
3ymie BittHM XXI cTONITTS, ¥ AKMX O€pyTh y4acTh 0€3:iu Cy0’€KTiB, a TpaJAUIIHHI BiIMIHHOCTI MiXK TH-
nmamu 30porHUX KOH(MITIKTIB CTUPAIOTHCA. SIK 3a3HaUae BYCHHH, BC1 BUIM BOPOXKOI AisutbHOCTI PD crin
Ha3WBaTH T10PUIHUMHE; IO HUX, OKPIM IHIIIOTO, BiH BiJTHOCHUThH Ta€MHE BUKOPUCTAHHS CHII CIICIIHA3Y, aKTH
€KOHOMIYHOTO IPUMYCY Ta MaHIMYJAMII MTiJ] 9ac Iep>KaBHUX BUOOPIB B YKpaiHi [2].

IikaBuM € 1 migxin, 3anpornoHoBanuii E. bpo. JlocnimHUI BUKOPHCTOBYE TEPMIiH «arpecist y cipii
30H1», TOOTO BEJACHHS BOPOXKHX JIil 11032 30pOHNM KOH(IIIKTOM 3 METOI0 OCIIA0MTH CyNEepHUKA (SIKHM
Moke OyTH iHIIA aeprkaBa, (OPMYBaHHS UM ajbsSHC). SIKIO O TAKOTO JOAATH peanbHi 0OWOBI Aii, TO
BCE pa3oM i cTaHe riopuaHoro BiifHOI0. E. bpo BeBHEHa, 10 MPaKTHYHO KOKHY CYYacHY BIHHY MO)KHA
BB)KaTH TiOPHUIHOIO, OCKITLKH BOHA 3adillae K BICHKOBI, TaK i HEBIHCHKOBI BUMIpH, HAPUKIIA, Kidoep-
HETHUYHUH ITPOCTIp, @ TAKOK BUKOPUCTOBYE TpoTIarany. Aje came aclieKkT Cipoi 30HU CTa€ JAeAali oMiT-
HIITUM, a/pKE 32 CYJacHUX YMOB CISITH XaocC JICTHIE Y 3B 3Ky 13 MEHIITMM PU3UKOM HACTaHHS BIATUIATH.
Sk puKITam TAaKOTO JOCTIAHUI HaBOAWTH Kibeparaky, MpHU3BiTHUKA SIKOi 3a3BUYall BaKKO BCTAHOBUTH
ocTtaTouHo [3].
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Sk 3a3HavaroTh 0. JlaHuK Ta 1HII, BaKJIUBUM IiJ] 4ac TiOpUIHOT BiliHH € BIUTUB JIill arpecopa, 1o
ITOCHJTIOE BHYTPIIIHIO HECTAOIIBHICTD Y pi3HUX cdepax, y T. 4. IPOBOKYBaHHS HEJOBIpH JI0 Iep>KaBHUX
IHCTUTYTIB Ta 3araJbHONPUHHATHX I[IHHOCTEH, 3MIMIAHH 1IEOJOTTYHHUX Ta IHIIMX (aKTOPiB, MiJPUB
EKOHOMIYHOI cTaO1IBHOCTI Ta pO3BUTKY. JlOCHiAHUKH BKa3yIOTh TAKOXK Ha BIAMIHHICTH aHAJII30BaHOTO
cobax BenenHs. ['10punHa BiliHa, sIK 1 BillHA HeperyaspHa, 3a3BUUYail epeadauac BUKOPUCTAHHS He-
PETyIspHUX YU HEBIHCHKOBUX CHJ a00 THX, L0 BCIJISIKO MPUXOBYIOTH CBOIO HALlIOHAJIbHY HAJICKHICTh.
VY X0/l TakWX Omepalii TakoX 3aJifHi TUBepciiHO-po3BimyBanbsHi rpynu ([PI') Ta cnemmiaposaiiam.
Hepiznko 110 3a3Ha4eHOr0 10Ja€ThCs MPOBEACHHS ClieliadbHUX iH(OopMaliifHuX a0 MOoB’A3aHMX i3 Ki-
OEpHETHYHUM IIPOCTOPOM JIif, 1 B XO/1 TaKUX PyHHYIOTHCS a00 3a3HAIOTH CYTTEBOI HIKOAM KPUTHIHO
BaYKJIMBI BY3JIM; 1 TAKUX «PE3YJIBTATIB» BOPOT HE MITr OU JIOCATTH 3a JIOIIOMOI'OI0 TPAIUIIMHUX BIHCHKO-
BHX 3ac00iB [4].

A. biman Takox 3a3Havae, 1o riopuaHa BiifHa nmepeadadae cuM0i03 TPAAUIIITHUX 1 HETPATUITIHHUX
IHCTPYMEHTIB CHJIU Ta BEACHHS MiAPUBHOI AISUIBHOCTI, K1 00’ €IHYIOTHCSI HA OCHOBI MIEBHOT CHHXPOHI-
3ar1ii 3 METOI0 JOCATTH CHHEPTeTUYHUX €(PEKTIB 3a JOMTOMOTOI0 THCKY Ha BPa3lIMBICTh CYITPOTHBHHUKA.
BuxopucTaHHs KIHETUYHHX 1 HEKIHETUYHUX METOJAMK, y HOTo pOo3yMiHHI, TOIOMArae 3aBJaTy IIKOIH
HaHO1IBII ONTUMAIBHUM JUIsl Bopora ynHoM. Kpim toro, riOpuaHy BiliHy BiApi3HAIOTH Taki Xxapakre-
PHUCTHKH:

— CTHUpaHHS MEXi MiX BIHHOIO Ta MEPHHM CTaHOM, TOOTO BU3HAYHMTH MOPIT BiliHM ckiagHo. Takum
YUHOM, BiJICYTHICTB MPSIMOTO BHJMMOTO HACHIIBCTBA IOKA3y€e ceOe MPOTUBHUKY OibII BUTITHOO, MIPH
OMY TaKe € i MEHIII PU3UKOBAHOM Ta BUTPATHHUM, HIXK KiHETWYHI onepaii. MaeTbcsl Ha yBasi Te, 110,
HaNpHKIad, BBECTH TaHKU Ha TEPUTOPIIO UyKOi AepKaBH Oy/le BUTpATHILIE i, HATIEBHO, OyJie 3aCymxKy-
BaTHUCS CBITOBOIO I'POMAJICHKICTIO, TOMI SK CTIOHCOPYBAHHS 1 MOIMPEHHS (PEHKIB CIPUIHHSIE MiHIMATBHI
BUTPATH 1 pU3UKH, ajie LIIKOM peasibHi 30UTKH;

— HasIBHICTH JBO3HAYHOCTI Ta aTpuOy1ii. ['i0puaHi BiiiCbKOBI aKTHBHOCTI 3a3BHYall XapaKTEePH3YIOTh-
Csl BUCOKHM CTYIICHEM HEBHU3HAYEHOCTI, 1[0 CTBOPIOETHCS HABMUCHO, THM CaMUM YCKIIQIHIOIOUU aTpH-
Oyuito i1 peakuito. TakuM YWHOM, JAepkaBa-KepTBa ado B3arajii HE MOXKE BUSBUTH TiOpUAHY araky, abo
HE MOXE CITIBBITHECTH ii i3 JeprkaBoIO-arpecopoM. BiamoBimHo, mocTpakmaiiii kpaidi Oyme CKiIamaHO
PO3pOOHTH CTpATeTito i MONITHUKH Y BIINOBIIH [5].

Haii6inbin TouHO TiOpuAHY BiliHY BUSHAYMIIH SIK BIHCHKOBY CTPATETiO, IO BUKOPUCTOBYE TIOJTITHYHY
BilfHY y TO€HAHHI i3 BIHHOIO «KOBEHIIIWHOI0», TOOTO 3BUYAWHOIO B 3arajJbHONPHUHHATOMY PO3YyMiHHI,
IpperysapHoIO BifHOIO 1 KIOEpPHETHYHOIO Ta IHIIMMHU METOaMH BIUIMBY, HAIPUKJIIA, TAKAMH SIK 3aCHILIS
(helfkOBHX HOBHH, CTICIiaIbHI JUIJIOMATUYHI aKTUBHOCTI, BAKOPUCTAHHS MTPABOBUX IHCTPYMEHTIB 1 BTpY-
YaHHS y JepKaBHI BUOOpH 3 00Ky iHO3eMHMX areHTIB [6]. s koHuemnis 3100y/ia He TUIbKA CXBaJICHHS,
a il KpUTHUKY Yepe3 CBOIO PO3ILTUBYACTICTh 1 HMOBIpHI ICTOPUYHI CIIOTBOPEHHS, aJie BCE JK TaKH CamMe BOHA
Oyzie B3sITa 32 OCHOBY B IIbOMY HAYKOBOMY JTOCIIiIPKEHHI.

3rajiaHa HeperyJsipHa BiifHa SK OJIMH 13 €JIEMEHTIB riOPUIHOTO MPOTUCTOSHHS, BIMOBIAHO 10 CHiJIb-
Hoi noxtpuHHU CIIA, 11e «xKopcToka 60poThda MiXk JIep)KaBHUMH Ta HellepyKaBHUMHU cy0’ eKTaMH 3a JIeTi-
TUMHICTh Ta BIUIMB Ha BiJIOBIAHI IPYNH HACEJICHHS». 3a3BUYall y XOJIi TaK0i BUKOPUCTOBYETHCS IMPO-
KW CHEKTP BIHCHKOBHUX Ta IHIINX METOAUK, IHCTPYMEHTIB JUIs TOTO, 11100 [O0JIaTH BOJIIO CYyIIPOTHBHHUKA,
i IipBaTH MOTO CHITY, MiHIMi3yBaTH BIUIHB [7].

Takox yacTo, 0COOIMBO 3 PO3BUTKOM iH(OpPMALIHUX TEXHOJOTIH 1 3poCTaHHAM poJli [HTepHeT-Me-
pexi, riopuHa BiiffHa CyTpOBOIKY€EThCS MTposiBaMu KiOepBiitHu. | TyT 6e3mocepenHi il IpOTH KEPTBU
BOpOT Bene y Kibepnpocropi. Halfuacrimie Ha cnyxy y ykpaHiiB DDoS-araku sik oauH i3 iHCTpyMEHTIB
BeZieHHA Takoi BiliHH. KiGepOe3neka nep:kaBu He MEHII BaXKJIMBA, HXK (i3udHa Oe3mneka ii KOpIOoHiB,
BIATIOBITHO, BaYKJITUBO MIATPUMYBATH i1 HAa BHCOKOMY piBHI. Tak, 3rimHo i3 B. ®imiHOBHY 11T IIHOTO
HeoOXiHO 3ifiCHIOBAaTH Jii 0 yNPaBIiHHIO PU3UKAaMH B KIOEPHETHYHOMY JOMEHI, JJIs 4YOTO MOTpiOHa
y4acTh SIK OKPEMHUX OpraHizaiii, Tak i IMiMuX ypsaiB; HEOOXiIHICTh 3a3HAYEHOTO MOJIsATae y 3ade3rme-
YeHHI I[UIICHOCTI, KOH(QIeHIIIHHOCTI, JOCTYIMHOCTI JAaHUX Ta IHIIHMX iHQOpPMaI[iHHIX aKTHUBIB y KiOepr-
poctopi [8, c. 39].

TakuM 9MHOM, KOHIICTIT TiIOPHIHOI BifHU BCE III¢ 3aJUIIAETHCS CIIPHUM, BiIITOBITHO, HE ICHYE €/IH-
HOro YHi(ikoBaHOTO ii BU3HAYeHHs. AJie 3arajibHe PO3yMiHHS TaHOTO (DEHOMEHY J1a€ HaM YSIBICHHS PO
CydacHi Ta MaiiOyTHi mpoOieMu Jep>kaBHOT OE3MeKH.
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3a ocTaHHi BiciM poKiB, IpoTsiroM sikux P® Bene npotu Hac TiOpuaHy BiliHy, YKpaiHa cepiio3HO A0Cs-
IJ1a yCIiXy B MPOTH/IT Takii arpecii. Bynu 3aaisHi He muIIe BiliChKOBO-PO3BiTyBaIbHI CHITH T4 METOTUKH,
a 1f eKOHOMIYHI, COIliaTbHi, MPaBoBi. | came 0cTaHHI BUMararoTh 0COOTHUBO MIIBHOI YBATH.

Tak, y tucti MOH VYkpainu Ne 1/9-79 «Ilpo BUKOpUCTaHHS B 3arajlbHOOCBITHIX HAaBUAIbHUX 3aKJia-
JlaX METOIMYHUX peKoMeHatii» Bix 16.02.2016 mictarbes MeTtoauyaHi peKoMeHIaIli1 st TPOBEICHHS B
3araJbHOOCBITHIX HABYAJIBHUX 3aKJIaaX 3aXo/iB 10 [IHs mouaTKy KPUMCHKOTO CIIPOTHBY. Y IIBOMY aKTi,
30KpeMa, JJaHO BU3HAYCHHs T1OpUIHOT BIHM SIK TaKoi, O MOEAHYE B COO1 «IPUHIIMIIOBO Pi3HI THUIH Ta
CrocoOu BeACHHS BICHKOBUX i, SIKi CKOOPAMHOBAHO 3aCTOCOBYIOTHCS IS JIOCSTHEHHS CITUTHHUX ITi-
neiy. [Ipu mboMy Ha3BaHi Taki 1i THITOBI KOMITOHEHTH, a caMe: KJIIACHYIHI MPUHOMHY BEJIEHHS BIHHU, TOOTO
3 BUKOPHCTAaHHSM BiCHKOBOI CHJIM Ta BiIMOBITHOT TEXHIKH, HEPETY/sIpHi 30poiiHi popMyBaHHS Ta iHII
MIPUIIOMH Ha KINTANT KiOepHETHYHOI BiliHN. BakiiiBe yTOUHEHHS: B TaKil CHTYaIlii I[IJIKOM 371aTHA 30epi-
raTUCh MyOJIiYHA HETPUUICTHICTE 10 KOH(IIKTY cTopoHU-arpecopa [9].

V cBiTi noBHOoMacmTabHoOro Hactymy P® Ha Ykpainy, posmodaroro 24 mrororo 2022 poky, yKpaiH-
ChKHW HOPMATHUBHO-IIPABOBUI MacHB CYTTEBO MOMOBHUBCS. Tak, Bapto 3ragatu pimenHs PHBO «IIpo
peanizariiro exuHol iHGOPMAIIHHOT MOJITHKY B YMOBaX BIICHKOBOTO CTaHY», SIKE BBIB Y JIiF0 CBOIM YKa-
3oM Bix 19 Gepesns 2022 poxy [Ipesunent 3enenchkuil. Sk 3a3HaueHO B JOKYMEHTI, 3 ypaxyBaHHIM
AKTHBHOTO MOIINPEHHs KpaiHOI0-arpecopkoro Ae3indopmaii Ta 3 METOI0 IOHECEHHSI IPaBIH PO Peallb-
HICTPb BIiHM caMe peaizaiito enHoi iHHOpMAaIliHHOT OMITHKH CITijl BBAXKATH MPIOPHUTETHUM TUTAHHIM
HaI[lOHAJILHOI Oe3meku. 3a0e3MeunT Take IOIOMOXKe 00’ €IHaHHS BCIX 3arajilbHOHAIIOHAJILHHUX TeEJle-
KaHaIiB iH(opMaIliitHoro Ta iHpopMaIiifHO-aHAIITHYHOTO CIPSMYBAHHS Y €IUHY 1H(POpPMaIiiHY TUIaT-
¢dopmy crpareriunoi komynikaiii [10]. Lle Oyio peanizoBaHo y BUINISII 1117101000BOT0 1H(GOPMAIIHHOTO
MapadoHy mijg Ha3Boro «CuHi HoBUHU #UApazomy».

Taxox mpe3uaeHTchkuMu ykazamu Ne 363/2022 ta Ne 362/2022 Bix 24 tpaBus 2022 poky Oyio BBe-
neno B giro pimenas PHBO «IIpo 3acTocyBaHHS MEepCOHANBHUX CIEIIaTbHUX €KOHOMIYHUX Ta 1HIIHX
00MeKyBaJbHUX 3axoliB (caHKWiid)». 3 mocuiaHHsAM Ha cT. 5 3akony Ykpainu «IIpo cankuii» PHBO
nigrpumana nporo3utii Kadinery Minictpie Ta CBY momo 3acTocyBaHHS MEPCOHATBHHUX CHETialbHUX
EKOHOMIYHUX Ta IHIINX 00MEXyBaJbHUX 3aX0/iB. PeanizyBaru Ta CTeHUTH 32 BUKOHAHHSM 3a3HAYCHOTO
KMY nonomoxke CBY Ta Hanoank, a ykpainceke M3C iHdopMmyBaTiMe PO BiAMOBIIHI CaHKLIT KoMIIe-
teHTHI opranu €C, CHIA ta inmmx xpain [11; 12].

TakoX IPOTATOM OCTAaHHIX BOCBMH POKIB BeJIacsi akTHBHA 3aKOHOTBOPYA JISUIbHICTH 13 METOIO TPO-
Uil Ti0puaHii BikiHi. Ti€l0 4 1HIIOIO MIpOIO L€ MUTaHHs OyJI0 MOPYLIEHO y TaKUX HOPMAaTHBHO-
MIPaBOBHUX aKTaX, sk: 3akoH Ykpainu Ne 75/98-BP «Ilpo Konnemnmiro Harionanpaoi nporpamu indop-
matu3aiii» (Big 04.02. 2019), 3akon Ykpainu Ne 2469-VIII «Ilpo HarioHanbHy Oe3neky YkpaiHu»
(Big 21.06.2018), 3akon Ykpainu Ne 2163-VIII «IIpo ocHoBHI 3acagu 3a0esnedeHHst KibepOesneku
VYipaiam» (Bix 05.10.2017), pimenus PHBO «Ilpo [Joxrpuny indopmariiiinoi 6e3nexkn Ykpainu» (Bix
29.12.2016) ta in. Oxpemo Bkaxxemo Ha 3a3HadycHe pimieHHs PHBO, sike BBeleHO B Ai0 NPE3UICHT-
cekuM Ykazom Ne 47 Big 25.02.2017 poky, 110 BU3HAYHJIO MOBHOBAKEHHSI BiANOBIIHUX OPraHiB 3a-
XUCTY CYCIIUTBHUX iHTepeciB B iH(hopMamiifHii cepi Ta okpemMo B HaIliOHAIBHOMY iH(OpMaIiifHOMY
npoctopi. TyT Takok YTOYHIOIOTHCS OCHOBH 3JIMCHEHHS Ta (OPMYBaHHS JEPKIOJIITHKH B iH(pOpMa-
LiHOMY 110111, TOJIOBHA POJIb Y YOMY BiJIBeZIcHAa IPOTHIii AECTPYKTHBHOMY pOCilicbkoMy iH(opManiii-
HOMY BIUIUBY [13].

He menmy BaxmmBicts Mae i pimennss PHBO «[Ipo Crparerito iHpopMmariiiiHoi Oe3mekn», BBeIeHe
B 1ito Ykazom Ne 685 B. 3eneHcbKoro y rpyiHi MUHYJIOTO pOKy. B akTi BU3Ha4€HO MMOTOYHI BUKIIMKH Ta
3arpo3u HalllOHaIbHIN Oe3meri Haloi KpaiHu B iH(hopMaIliitHOMy CcepeIoBHIIi, Ha3BaHi 3aBIaHHs Ta I
NPOTUAIT TaKKUM 3arpo3am. SIK cka3aHo B JOKYMEHTI, HOTO MeTa MoJArae B IOCHIICHHI MOKIMBOCTEH 3a-
Oe3medeHHs iHpopMaLiiitHoi Oe3nekn yKpaiHChKol AepkaBu Ta ii iHpopMamiiHOro mpocTopy, BiAMOBIA-
HO, B TaKOMY pa3i OyIyTh piBHO 3aXHIIEHI Jep)KaBHAN CYBEPEHITET, TEPUTOpiabHA MUTICHICTh KpaiHH,
il IeMOKpaTHYHMI KOHCTHTYLIHHHUN yCTPi, a TAaKOXK 3a0e3MedyBaTUMYThCsl JOTPUMAaHHS NIpaB i CB0OO
yKpainmis [ 14].

TaknMm urHOM, YKpaiHa akKTHBHO TPOTUCTOITh POCIMCHKil BIHCHKOBIH arpecii, 30kpema, 1 Ha MpaBoOBO-
My piBHi. 3po3yMmiJio, 6araro 1o mie TUTbKK HAIeKHUTh 3pOOUTH, ajie i BKe HassBHE MPABOBE PETYIIIOBAHHS
BiJIPI3HSAETHCA SKICHICTIO T CBOEYACHICTIO.
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BucnoBku. Omxe, Ykpaina BeJie akTHBHY NMPaBOTBOPUY Ta MPaBO3aCTOCOBHY JISUTBHICT Y OOPOTh-
01 13 pOCIHCHKOIO MTOBHOMACIITAOHUM BTOPTHEHHSIM. BHUIaloThCS yKa3HW Ta MOCTAaHOBH, PO3POOISIETHCA
OiBII cydacHe Ta aJieKBaTHE 3aKOHOJABCTBO. KpiM 3a3HavueHOTr0, BaXKIUBO i pepopMyBaHHS y cepax
Oe3neku Ta 000pOoHH, a TaKoXK y cepi mpoTuii Kopymuii, 11100 y Bopora He OyJ0 KOIHOTO IaHCy «Ha-
TUCHYTH» Ha HaC.

He MeHII BaXIIMBHUM € MATpUMaHHS 0ajaHCcy MK 0€3MeK0r0 Ta 3a0e3MeueHHsIM 3aralbHOPUHHATHX
JEeMOKPAaTHYHHUX CBOOO, 1110 YacoM OyBae ayske yCKJIaJAHEHUM. SIK MpUKIIax MOJKHA 3rajiaTy OJIOKYBaHHS
pociiicekux BeOpecypciB Suaexc i BKonrakre, 3po0ieHe 3 METO HEHOMYIISHHs TOIIMPEHHS Je3iH-
¢dopmarii. Ane BomHOYAC 1T OIS BUKJIMKAIA IIKBAJ KPUTHKH Y 3B°SI3KY 13 MOXJIMBUM OOMEKEHHSIM
cBOOO/M cioBa. 3p0O3yMiJio, IO MPOTHIIS AaKTHBHOCTSM KpaiHH-arpecopa — JIy)Ke CKJIaJHa clipaBa, ajie
Ba)XKITMBO PO3YMITH, IO Oy/Ib-sKa HeJIOpoOKa YH TIOMIIIKA YKPATHCHKOT BIIaIi HE TIPOCTO 3aBJACTh HIKOJH
HaM, a i 1acTh JOJATKOBI OYKH BOPOTOBI.

I Ha 3aBepIEHHS OKPEMO BiJI3HAUMMO Hallle HE3JIaMHE IPOMAASIHChKE cycnijbeTBO. Pocis He 3Moria
nepeadaYnTH, K yKpaiHChbKU Hapo 00’ €THAETHCS 1 BUCTYIUTh €JMHOIO CHUIIOIO MPOTH KpaiHU-OKyTaH-
Ta. TaKUM YMHOM, MOYKHA CMIJIMBO TOBOPHUTH, 1110 YKpaiHa JyXKe YCIIIIHO PyXa€eThCs JI0 IEPEMOTH Y pO3-
TOpHYTI# poTH Hel TiOpuaHil BiifHI.

CnmcoKk BUKOPHCTAHUX J7KepeJI

1.  Hoffman F. Conflict in the 21st Century: The Rise of Hybrid Wars. Arlington, Virginia: Potomac Institute for
Policy Studies, 2007. 72 p.

2. Wither J. K. Defining Hybrid Warfare, per Concordiam. Journal of European Security Defense Issues 10,
No. 1, 2020. P. 7-9.

3. What is hybrid war, and is Russia waging it in Ukraine? URL: https://www.economist.com/the-economist-
explains/2022/02/22/what-is-hybrid-war-and-is-russia-waging-it-in-ukraine

4. Danyk Y., Maliarchuk T., Briggs C. Hybrid War: High-tech, Information and Cyber Conflicts. Connections:
The Quarterly Journal 16, no. 2, 2017. P. 5-24.

5. Bilal A. Hybrid Warfare — New Threats, Complexity, and ‘Trust’ as the Antidote. URL: https://www.nato.int/
docu/review/articles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-antidote/index.html

6. Aitoro J. R. Defense lacks doctrine to guide it through cyberwarfare. URL: http://www.nextgov.com/nextgov/
ng 20100913 7634.php?oref=topnews

7. The Insufficiency of U. S. Irregular Warfare Doctrine. URL: https://ndupress.ndu.edu/Portals/68/Documents/
jfq/jfq-93/j1q-93 104 110 Pelleriti-et-al.pdf

8. ®iminonu B. KibepOesneka Ta 3arpo3n aBiamiiHii cdepi: mpaBoBuid acniekT. Haykosi npayi Hayionane-
noeo asiayitinoeo ynisepcumemy. Cepis: IOpuouunuii éicnux «Ilogimpsane i kocmiune npasoy. 2021. 3(60).
C. 38-44.

9. TIlpo BUKOpHCTaHHS Yy 3arajibHOOCBITHIX HABYAJIbHHX 3aKjIajgaX METOMUYHUX pekomenaanii MOH VYkpaiuu;
Jluct, Pexomenaanii Big 16.02.2016 Ne 1/9-79. URL: https://zakon.rada.gov.ua/rada/show/v9-79729-16#Text

10. TIpo pimenns Panu HanionansHoi Oe3nexu i oboponn Ykpainu Big 18 6epesns 2022 poky «1llono peamizamii
€1MHOT iIHpOpMaNiHOT MOMITHKH B yMOBaX BOEHHOTO cTaHy»: Ykas [Ipe3unenrta Yipainu Big 19 6epesns 2022
poky Ne 152/2022. URL: https://www.rnbo.gov.ua/ua/Ukazy/5295.html

11. TIlpo pimenns Pagn HarionansHOI Oe3nexu 1 o6oporn Yikpainu Bix 24 Tpasus 2022 poky «IIpo 3actocyBanHA
MePCOHATBHUX CIEIiaJbHIX EKOHOMIYHHX Ta IHITUX 0OMEXYBAIBHHUX 3aX0/iB (CaHKIii)»: Yka3 [Ipe3unenra
VYkpainu Big 24 tpasus 2022 poky Ne 362/2022. URL: https://www.rnbo.gov.ua/ua/Ukazy/5499.html

12. Tlpo piwenns Pagu HanionansHoi Oe3nexu i 06oponn Ykpainu Bin 24 tpasus 2022 poky «IIpo 3actocyBanHs
MEePCOHATBHUX CIICIiaNTbHUX CKOHOMIUHMX Ta IHIIHX 0OMEXyBalIbHHUX 3aX0/iB (caHkuii)»: Yka3 [Ipe3uneHra
VYkpainu Bix 24 tpasus 2022 poky Ne 363/2022. URL: https://www.rnbo.gov.ua/ua/Ukazy/5500.html

13. Ilpo Jokrpuny indopmaniitnoi 6esnekn Yipainu: Pimenus PHBO Bix 29.12.2016 Ne n0016525-16. URL:
https://zakon.rada.gov.ua/laws/show/n0016525-16#n2 (mzara nmepersamy: 14.03.2022)

14. Tlpo pimennas Pagn HamioHansHOI Oe3mekn i o6oporn Yikpainu Bix 15 sxoBtHS 2021 poky «IIpo Crpareriro
indopmariiinoi oesnekn»: Ykas [Ipesuaenrta Ykpainu; Crpareris Bix 28.12.2021 Ne 685/2021. URL: https://
zakon.rada.gov.ua/laws/show/685/2021#Text (nara nepernsiny: 14.03.2022)

References

1. Hoffman F. Conflict in the 21st Century: The Rise of Hybrid Wars. Arlington, Virginia: Potomac Institute for
Policy Studies, 2007, 72 p.

+ AIbMAHAX TIPABA - 2022 « Bunyck 13 - 157



JOKTPUHAJIBHI IMIAXOAU TA BUMIPU

2. Wither J. K. Defining Hybrid Warfare, per Concordiam. Journal of European Security Defense Issues 10,
No. 1, 2020. P. 7-9.

3. What is hybrid war, and is Russia waging it in Ukraine? URL: https://www.economist.com/the-economist-
explains/2022/02/22/what-is-hybrid-war-and-is-russia-waging-it-in-ukraine

4. Danyk Y., Maliarchuk T., Briggs C. Hybrid War: High-tech, Information and Cyber Conflicts. Connections:
The Quarterly Journal 16, no. 2, 2017. P. 5-24.

5. Bilal A. Hybrid Warfare — New Threats, Complexity, and ‘Trust’ as the Antidote. URL: https://www.nato.int/
docu/review/articles/2021/11/30/hybrid-warfare-new-threats-complexity-and-trust-as-the-antidote/index.html

6. Aitoro J. R. Defense lacks doctrine to guide it through cyberwarfare. URL: http://www.nextgov.com/nextgov/
ng 20100913 7634.php?oref=topnews

7. The Insufficiency of U. S. Irregular Warfare Doctrine. URL: https://ndupress.ndu.edu/Portals/68/Documents/
1fq/fq-93/jfq-93 104 110 Pelleriti-et-al.pdf

8. Filinovych, V. Kiberbezpeka ta zahrozy aviatsiinii sferi: pravovyi aspekt. Naukovi pratsi Natsionalnoho
aviatsiinoho universytetu. Seriia: Yurydychnyi visnyk «Povitriane i kosmichne pravoy, 2021, 3(60). S. 38—44.

9.  Pro vykorystannia u zahalnoosvitnikh navchalnykh zakladakh metodychnykh rekomendatsii MON Ukrainy;
Lyst, Rekomendatsii vid 16.02.2016 Ne 1/9-79. URL: https://zakon.rada.gov.ua/rada/show/v9-79729-16#Text

10. Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 18 bereznia 2022 roku «Shchodo realizatsii
yedynoi informatsiinoi polityky v umovakh voiennoho stanu»: Ukaz Prezydenta Ukrainy vid 19 bereznia 2022
roku Ne 152/2022. URL: https://www.rnbo.gov.ua/ua/Ukazy/5295 html

11. Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 24 travnia 2022 roku «Pro zastosuvannia
personalnykh spetsialnykh ekonomichnykh ta inshykh obmezhuvalnykh zakhodiv (sanktsii)»: Ukaz Prezydenta
Ukrainy vid 24 travnia 2022 roku Ne 362/2022. URL: https://www.rnbo.gov.ua/ua/Ukazy/5499.html

12. Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 24 travnia 2022 roku «Pro zastosuvannia
personalnykh spetsialnykh ekonomichnykh ta inshykh obmezhuvalnykh zakhodiv (sanktsii)»: Ukaz Prezydenta
Ukrainy vid 24 travnia 2022 roku Ne 363/2022. URL: https://www.rnbo.gov.ua/ua/Ukazy/5500.html

13. Pro Doktrynu informatsiinoi bezpeky Ukrainy: Rishennia RNBO vid 29.12.2016 Ne n0016525-16. URL:
https://zakon.rada.gov.ua/laws/show/n0016525-16#n2 (data perehliadu: 14.03.2022)

14. Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 15 zhovtnia 2021 roku “Pro Stratehiiu
informatsiinoi bezpeky”: Ukaz Prezydenta Ukrainy; Stratehiia vid 28.12.2021 Ne 685/2021. URL: https://
zakon.rada.gov.ua/laws/show/685/202 1#Text (data perehliadu: 14.03.2022)

Comninko I. M. Po3yminns riopuaHoi BiliHu NpoTH YKpaiHHu: NPABOBHIi acIeKT

CrarTst IpUCBsiYEHA JTOCIIIPKEHHIO MMOHSTTS «TiOpHIHa BiffHa» 3 ypaxyBaHHSIM HOBITHIX JOCIIPKEHb B I0pHU-
IUYHIA Haymi. [leTanpbHO MOCITIIHKEHO CYTHICTH i XapaKTEpPUCTUKH TiOpUAHOI BilftHU, Ky mpoBoauTh P mpoTtu
Vkpainu 3 2014 poxy. Hamano Bu3Ha4eHHS TriOpuIHOI BifHH, ipperyIsApHOI BiifHH, KiOEpBIfHN Ta TIOB’SI3aHUX 3
HUMHU TIPAaBOBUX KaTeTOpil. BaxMBicTh BU3HAYCHHS KOHIIETITY TiOpHUIHOI BIHN MOSCHIOETHCS HEOOXITHICTIO Ha
1foro ocHOBI (hopMyITIOBaHHS YSABJICHHS NPO CydacHi Ta MailOyTHI mpoOmemu aepxaBHOi Oe3mekn Ykpainu. 3a
OCHOBY B CTaTTi B3ST€ pPO3yMiHHS T1OPUAHOT BifHU SK BIICBKOBOI CTpaTerii, 110 BUKOPUCTOBYE MOJITHYHY BIHY
y TIO€HAHHI 13 BIHHO «KOHBCHI[IITHOIO», TOOTO 3BHYANHOO B 3arajlbHONPUHAHATOMY PO3YMIiHHI, IpPEryIsIpHOIO
BI{HOIO 1 KIOEPHETUYHOIO Ta IHITMMHU METOJAMHU BILUIMBY, HANIPUKJIa]l, TAKUMH K 3acilIsl peiKOBUX HOBHH, CIie-
[iaNbHi TUIUIOMAaTUYHI aKTUBHOCTI, BUKOPUCTAHHS IPABOBUX IHCTPYMEHTIB 1 BTpYYaHHs y JiepXKaBHiI BUOOpH 3
00Ky iHO3eMHHUX areHTiB. [IpoaHasi3oBaHO OCHOBHI HalllOHaJILHI HOPMAaTHUBHO-TIPABOBI JKepela, sKi MICTATh
HOPMH OO MpOTHii TiOpuaHii BiiiHi. Hagani aBTopchKi pexoMeHaamii Mmoo MeToiB 60poThOH 13 arpeciero
P® y npaBoBomy moui.

Kniouosi crosa: ribpuana BiiiHa, indopManiliHa BiliHa, iHHOBAIlil{Ha BiliHa, KiOepBiliHa, pPOCIHChKE BTOPIHEHHS
B YKpainy.

Sopilko I. M. Comprehending the hybrid war against Ukraine: the legal aspect

The article is devoted to the study of the concept of “hybrid war” taking into account the latest research in legal
science. On February 24, 2022, the Russian Federation began active hostilities against our state, but the real hybrid
war was started by the aggressor country 8 years ago. Then, in 2014, Russian soldiers without any insignia (the
so-called “little green men”) treacherously seized and occupied the Crimean peninsula, and, together with hired
soldiers, launched an offensive into eastern Ukraine. The enemy used various methods and tools for conducting a
hybrid confrontation — economic and diplomatic means, psychological, informational, and cybernetic subversive
activities. And today it is important to understand what a hybrid war is in its essence, as well as to know how to
put up worthy resistance to it, especially at the legal level. And although the concept of hybrid warfare is not new,
it has gained particular importance and relevance precisely in the last decade due to the use of non-traditional
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warfare methods, the involvement of non-state actors, and the active introduction of information technologies to
subjugate other actors without using direct armed conflict. As the target of the hybrid war of the Russian Federation,
our state is a unique example of the invincibility, courage, and strength that Ukraine has been demonstrating since
independence, but especially brightly since 2014.

The paper, among other things, examines in detail the essence and characteristics of the hybrid war that the
Russian Federation has been conducting against Ukraine during the last 8 years. The definition of hybrid warfare,
irregular warfare, cyber warfare, and related legal categories is given. The importance of defining the concept of
hybrid war is explained by the need to formulate ideas about the current and future problems of Ukraine’s state
security on its basis. The article is based on the understanding of hybrid warfare as a military strategy that uses
political warfare in combination with “conventional” warfare, i.e. , the use of legal instruments and interference in
state elections by foreign agents The main national legal and regulatory sources containing the norms of countering
hybrid warfare are analyzed. The author’s recommendations on methods of combating the aggression of the Russian
Federation in the legal field are given.

Key words: hybrid warfare, information war, innovative warfare, cyber war, russian invasion of Ukraine.
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